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Abstract— Recent years have revealed a rapid expansion in
the use of various biometric technologies for authentication
management systems. Although biometric systems have
innumerable merits over conventional token-based and
knowledge-based identification systems like ID cards or
passwords, but they are still susceptible to diverse security
threats. Among all, the attack on the biometric template
database is the most crucial and adverse attack. If the user
templates are jeopardized at any level of biometric system, then
they cannot be further used for security mechanism.
Henceforth, it is requisite to provide privacy and security to
biometric template data by modifying these through revocable
and non-invertible transformations to acquire cancellable
biometric templates. The cancellable biometrics offers
promising remedies for biometric template protection. Our
work aims to expound a detailed review of state-of-the-art
transformation-based fingerprint template protection schemes.
Additionally, the paper discusses various publicly available
benchmark datasets. We also deliberate the research challenges
emerging from this study, which requires to be addressed in this
rapidly evolving field of research. The selection of a suitable
function for transformation process is still a major open
challenging task, so that the results obtained after applying the
function does not result in cross-matching of the templates in the
database.

Keywords— cancellable biometrics, cryptosystem, fingerprint,
template attacks, template protection.

I. INTRODUCTION

The advancement and progression in the field of
information technology and other fields of science has played
a great role in improving the living standard of humans. The
need of identity management and protections has surged as a
result of these advancements. To build up the identity of a
person is the most crucial job in any identity management
system. Other substitute identity representations like
traditional token-based (ID cards) and knowledge-based
(passwords) are not enough to ascertain the reliable identity of
a person because they can be displaced, forgotten or heisted
easily. Biometric recognition provides a genuine solution to
this problem. The significance of biometric science in today’s
society has been augmented by the necessity for extensive
identity management systems whose operability depends on
the precise ascertainment of a person’s identity in relation to
certain distinct applications. The physical and behavioral traits
(biometric traits) of an individual like fingerprint, face, iris,
hand geometry, voice, gait, etc. have exhibited tremendous
potential to distinguish between an adversary and a genuine
person [1]. A biometric system, basically, refers to a pattern
recognition system that captures the data from a person, elicits
a principal feature set from the biometric data, matches the
query feature set with the existing feature sets kept in the
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database, and provides a match score based on this
comparison. The identification/verification of a person in a
biometric system is carried out in two steps: (i) Enrolment of
the individual, and (ii) Verification/Identification of the
individual.

The biometric system provides numerous benefits over the
conventional identification system, but it is still in peril to
various adversarial attacks. The most crucial among all the
attacks is the attack on the template database. With the aim to
surmount the vulnerabilities of the fingerprint biometric
template database, several template protection schemes like
cancellable biometrics and cryptosystem-based techniques
have been presented in the literature. The irreversible
conversion of the biometric template that guarantees the
security and privacy of the user template is termed as
cancellable biometrics. The main concept behind cancellable
biometrics is that a user template can be revoked, if
jeopardized and by substituting the user key with a new key, a
fresh template can be reissued [2]. Particularly, a lot of
research work is being carried out in the field of cancellable
biometrics since the last decade. As the fingerprint biometric
systems hold the largest market share in biometrics and have
been used in numerous applications, the security challenges
and deployment of new security techniques in the fingerprint
template is a crucial research challenge.

We have inferred from the literature that though the
existing survey papers provide quality information regarding
the cancellable biometrics, however, most of the study has
been carried out until 2019. The recent considerable work by
eminent researchers in the field of FinCaT protection has
motivated us to undertake this survey. The main motivation
is to study and analyze various state-of-the-art FinCaT
protection techniques as well as their strengths and
limitations.

The key contributions of this paper are underlined as:

i.  Our study expounds the taxonomy of template
protection schemes.

A comprehensive review of the state-of-the-art
FinCaT techniques is presented in this paper.

We provide the details regarding the publicly
available benchmarking databases.

The paper also presents some open research
challenges which arose from our study.

ii.
ii.
iv.

The rest of the paper is assembled as follows: Section 2
provides the literature survey of various state-of-the-art
transformation-based template protection schemes. Section 3
provides the survey of the databases. Section 4 presents the
various open research challenges followed by the conclusion
in Section 5.



II. STATE-OF-THE-ART FINCAT

A. Biometric System Attacks

Ratha et al. [3] studied and identified that in a general
biometric system, there are eight different types of attack
points (Fig. 1). In attack 1, the adversary bypasses the
recognition systems by presenting a fabricated biometric trait
to the sensor [4] [5]. In attack 2, the sensor is bypassed by
replaying a biometric trait, which is stolen by the adversary by
obstructing the medium between the feature extractor module
and the sensor, to the feature extractor. In attack 3, the feature
extractor module is constrained by the adversary to produce
the feature values selected by the interloper in lieu to generate
values from the genuine data obtained from the sensor. In
attack 4, the imposter purloins the feature values of genuine
user, which are replayed to the matcher, by intercepting the
communication channel between the feature extractor and
matcher modules. /n attack 5, in spite of the values acquired
from input feature set, the adversary bypasses the biometric
system by selecting a high matching score and constraining
the matcher to produce the same score. In attack 6, the security
of the database is compromised by modifying or removing
existing templates and adding new ones by the adversary. In
attack 7, the biometric template is taken away, replaced or
altered by the adversary by obstructing the medium between
the system database and the matcher. In attack 8, the original
decision of acceptance or rejection by the matcher is altered
by the adversary by meddling in the match score.
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Fig. 1. Points of attack in a biometric system [3]

The biometric data of the user can be severely influenced
by the detrimental and critical attacks on the biometric
template database. The biometric data is set down in a
template database during the enrolment stage and this data is
correlated with the query data during the verification stage.
Not typical of conventional identity representations like
passwords or ID cards, physiological and behavioral traits are
unable to rescind or revalue. The storage of raw or unprotected
template in a database could lead to consequential security
concerns [6] [7]. If the template database is either heisted or
disclosed, it can be used to reconstruct the original biometric
features. Like in case of fingerprint biometric system, some
information such as minutiae location and orientation can be
acquired from the stolen template and utilized to recreate an
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analogous fingerprint of the original fingerprint with
admissible precision. Three consequential susceptibilities of
template database attack are as follows: The adversary’s
template replaces the original template; the imposter can
create a physical spoof from the template; and the matcher can
be iterated using the stolen template to gain illicit access. This
issue of the attack on template database facilitates that the
protection of the biometric templates is a primary
apprehension in the current times.

B. Broad Template Protection Schemes

The essence of designing a secured biometric system lies
in the generation of a protected template through
transformation of the features of a person and later the use of
this secure template for verification in preference to the direct
deposition of raw template in the database [8]. The protected
transformed template is generated by performing the
transformation in such a manner that the information, which
could be used by the adversary to reconstruct the original
template, is kept concealed so as not to be withdrawn by the
adversary [9]. In literature, there are plentiful techniques for
securing the biometric template database. Each and every
template security scheme ought to fulfill the following
properties:

TABLE 1. DESIGN CRITERIA FOR AN IDEAL BIOMETRIC
TEMPLATE PROTECTION SCHEME

S. Characteristic Description

No.

1. Diversity All the protected templates derived from the
same biometric sample must be non-identical,
thereupon guaranteeing the privacy of the
user.

2. Security It ought to be extremely hard or impossible to

rebuild the authentic biometric template from
the protected one.

3. Revocability It should be facile to revoke a jeopardized
template and issue a new template in lieu of

the jeopardized template.

4. Performance After applying the transformation on the user
template, the recognition performance should

not degrade.

The template protection techniques presented in the

literature can be mainly categorized into feature
transformation/ cancellable biometrics and biometric
cryptosystem.
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The biometric cryptosystems can be utilized for the
purpose of biometric template protection. In a biometric
cryptosystem, some universal details about the template,
known as helper data, are stored. This helper data is required
to draw out a key from the query feature-set during the
process of matching. Matching is carried out indirectly by
conforming the viability of the drawn-out key. Biometric
cryptosystems are categorized into key-binding and key-
generation systems. The key-binding biometric cryptosystem
approach is widely used the popular techniques of fuzzy vault
[10] and fuzzy commitment. Fuzzy extractors and secure
sketches are the examples of key-generation schemes.

The main focus of this research is on the approach of
feature transformation. In this technique, a transformation
function (F) is used to transmute a raw template (T) into
protected-template (F (T, K)) and the transmuted template is
deposited in a database. Mostly, the transformation function
uses an arbitrary key K as an input parameter. Before the
matching, the input query feature (Q) is transmuted into
protected query (F (Q, K)) using the same transformation
function (F) and the transmuted query (F (Q, K)) is compared
with the transmuted template (F (T, K)) [11]. Based on the
properties of the transformation function (F), there are two
further classifications of the feature transform schemes as
salting and non-invertible transform.

Enrollment

Transformed
‘ template
Template
. Database
Transformation 1

Authentication

Query
image

Transformed
template

Matching

Fig. 3. Authentication mechanism in a general feature transformation
approach [1]

i.  Salting: Salting or bio-hashing is an invertible
transformation, which means the secured template can
be easily changed back into the original template with
use of key and transformation function. The reliability
of salting is subject to confidentiality of the key or
password.

Non-invertible transform: In this approach, the
biometric template is converted into a protected
template by the application of a non-invertible
transformation function. It is a uni-directional

ii.
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function, F, which is arduous to invert even with the
key. The principal property of this procedure is that
although the key and/or the transmuted template are
familiar to the adversary, it is computationally
arduous for him/her to revert it back into the original
biometric. Some of the different non-invertible
transforms used in the literature are Cartesian
transform, Polar transform, Hadamard transform,
Wavelet transform, rotation-based transform,
projection-based transform, etc.

For generating a cancellable and rescindable fingerprint
template, polar-grid based 3-tuple quantization (PGTQ) was
proposed by Jin et al. [2] in 2012, wherein a set of minutiae
points is transformed into bit-string. Liu et al. (2012) [12]
proposed a random local region descriptor (RLRD) based
determined-length  feature extraction mechanism for
fingerprint biometric. Wong et al. (2016) [13] designed a
determined-length  cancellable  fingerprint  technique
formulated on a minutia descriptor called “multi-line code”
(MLC). The proposed algorithm consists of four stages,
namely MLC generation, a random projection (RP)
technique, kernel principal component analysis (KCPA) and
binarization. Wang et al. (2017) [14] used partial discrete
Fourier transform (DFT) and handmade transform in order to
generate a secured fingerprint template from the minutiae
points. In Wang et al. (2017) [15], they designed a new
alignment-free method for the generation of cancellable
fingerprint templates in which local minutiae structures are
constructed through zoned minutia pairs.

Trivedi et al. (2018) [16] proposed a non-invertible
fingerprint template, which contains only the correlative
geometric information regarding the minutiae points. Similar
to this technique, Ali et al. (2018) [8] proposed a distinctly
secure scheme, which utilizes the location information
regarding the minutia points to create a protected user
template. Security analysis proves that this technique is very
sturdy and reliable. In 2019, Atighehchi et al. [17] proposed
an improved Bio-hashing algorithm in which the projection
matrix is produced by integrating the secret and biometric
data. The proposed technique has been evaluated on
FVC2002 DB1 fingerprint database, PolyFKP (knuckle print
database) and VEINEGY database (dorsal hand vein
database). The experimental analysis shows that by
combining the secret with biometric data, the proposed
scheme has reduced the impact of the stolen-token attack.
Kho et al. (2019) [18] proposed a binary cancellable
fingerprint template based on an alignment-free minutiae
descriptor, PLS and PR-NNLS optimization problem.

In order to overcome the shortcomings of traditional
fingerprint systems formed on minutiae representation,
determined-length and ordered bit-string transformation
technique was proposed by Kho et al. (2020) [19]. In 2020,
Trivedi et al. [1] improvised the method proposed in [16] by
using Delaunay triangulation of minutiae points and user key.
Some feature which does not contain any information
regarding the location of minutia points is elicited from the
triangle so as to obtain a non-invertible template. A modified
symmetric hash method was proposed by Ajish S. et al.
(2020) [11] in which a key value is used as a multiplication
parameter. The modified symmetric hash function is a
combination of salting and non-invertible transformation.

An advanced feature transformation technique was
recently proposed by Jacob et al. (2020) [20], which uses



DNA based encoding methodology. The Z pattern generation
has been used for implementing the transformation followed
by the DNA codec. A fingerprint authentication technique
built upon the modification of minutiae point characteristics
using a unique user key was proposed by Ali et al. (2020) [21].
Abdullahi et al. (2020) [22] proposed a novel technique for the
generation of a reliable and sturdy hash from a fingerprint

image using Fourier-Mellin transform and fractal coding.
TABLE II. A COMPARATIVE SUMMARY OF THE EXISTING TRANSFORMATION-BASED TEMPLATE PROTECTION SCHEMES

Much

recently,

alignment-free
templates with dual protection, composed of the window-
shift-XOR model and the partial discrete wavelet transform
were designed by Shahzad et al. (2021) [23]. The window-
shift-XOR model effectively defends the ARM with simple
operations and is combined with the partial DWT to provide
dual protection and enhance matching performance.

cancellable

fingerprint

Key Concept Type Dataset Used Performance Observations
Authors (EER)
(Year)
Salting Cancellable Strength Weakness
Jin et al. Fingerprint binary X 4 FVC2002(DB1 EER = 1.19%, The proposed  The performance
(2012) [2] vector using Polar-grid &DB2) and 6.94%, 8.66% template has deterioration as a
based 3-tuple FVC2004(DB1 & 16.35% for attained a good consequence of
quantization (PGTQ) & DB2) respective level of reliability many-to-one mapping
databases could not be rectified
Liu et al. Random local region x v FVC2002(DB1, EER = 4.07% The proposed  Low performance due
(2012) [12]  descriptor (RLRD)- DB2 & DB3) for real RLRD RLRD features to the lack of core
based determined-length & 3.67% for bit  outperform  other point for alignment
feature extraction using RLRD fixed-length
Tico's sampling features
structure
Wong et A determined-length x 4 FVC2002 (DB1 EER = 1.61%, Immune to inverse The system may be
al.(2016) binary cancellable & DB2) and 1.69%, 3.73% attack and linkage exposed to
[13] fingerprint scheme FVC2004 ( & 3.26% for attack masquerade  attack
based on Multi-line code DBI1 & DB2) respective because of  the
(MLC) descriptor databases subjection of certain
information  needed
for KCPA
Wang et Generation of protected x v FVC2002( EER = 1%, 2% Satisfied all the The recognition
al.(2017) template using Partial DB1, DB2 & & 52% for design criteria for performance is
[14] DFT and handmade DB3) respective cancellable affected by  the
transform databases biometrics consequential
degradation of the
distinguished
fingerprint features in
the course of
transformation
Wang et Local minutiae X 4 FVC2002( EER = 0.19%, Reduces the risk of Accuracy degradation
al.(2017) structures are DB1, DB2 & 1%, 4.29% & ARM problem
[15] constructed through DB3) and  9.01% for
zoned minutia pairs and FVC2004 DB2 respective
Partial DFT-based databases
transformation is applied
Trivedi et A cancellable template x 4 FVC2000( EER = 6.806%, The proposed The EER (6.806 in
al.  (2018) storing only the DBI, DB2, 8.044%, template does not FVC2000 DBl &
[16] correlative  geometric DB3 & DB4) 2.509% & vary with rotation, 8.044 in FVC2000
information about the 4.506% for translation, DB2) is not adequate
minutiae points respective distortion and is to depict the viability
databases immune to of the proposed
reconstruction technique in real-life
algorithm applications
Ali et al. A distinctly secure x v FVC2002( EER = 2%, 1% The proposed  Reduces efficiency
(2018) [8] scheme that utilizes DB1, DB2 & &3.1% template shows
location information of DB3) for respective good  recognition
the minutiae points databases accuracy
Atighehchi ~ An  improved  Bio- v 4 FVC2002 DB1, EER = 3.72% Reduces the impact Performance
etal. (2019) hashing algorithm in PolyFKP and for FVC2002 of stolen-token  deterioration due to
[17] which the projection VEINEGY database attack the assumption of

matrix is produced by
integrating the secret and
biometric data

random secret
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Kho et al. An innovative FvC2002(DB1, EER = 0.01%, Satisfied all four Suffers from slight
(2019) [18]  transformation DB2, DB3 & 0.06% 3.61%, design criteria for security-performance
mechanism based on DB4) and 5% & 4.51% for  cancellable trade-off

minutiae descriptor FVC2004(DB2) respective biometrics and
called Partial Local databases avoided
Structure (PLS) and performance
Permuted Randomised deterioration
Non-Negative Least
Square (PR-NNLS)
optimization
Kho et al. 2-D elliptical Gaussian FvC2002 EER = 1.10%, Superior The simple pixel
(2020) [19]  functions based fixed- (DB1, DB2 & 0.70%, 4.23%, recognition intensity
length and ordered bit DB3), 7.71%, 5.79%, accuracy than  representation is
transformation FVC2004 (DBl  0.82% & 5.24%  existing techniques  prone to image mis-
& DB2) and for respective alignment
FVC2006 ( databases
DBI & DB2)
Trivedi et Delaunay triangulation FVC2002 (DBl EER = 12% & The template is _
al.  (2020) of minutiae points and & DB2) 2.1% for rescindable,
[1] user key to generate a respective distinctive, secure
cancellable fingerprint databases and also provides
good  recognition
performance
Ajish S. et Modified symmetric FVC2004 DB3 Accuracy The modified  Vulnerable to
al.  (2020) hash method reaches to hashed fingerprint reversibility attacks
[11] 96.09% templates are more
secure than the
existing hashed
fingerprint
templates
Jacob et al.  Feature transformation _ _ The proposed
(2020) [20]  using DNA  based system is sturdy and
encoding methodology effectual in terms of
computation to
control the attacks
Ali et al. Fingerprint FVC2002 EER = 1.73%, Provides good
(2020) [21]  authentication technique (DB1, DB2 & 1% &2.43% for recognition
based on modification of DB3) respective accuracy and intra-
minutiae point databases subject  variations
characteristics using a caused by rotation
distinctive user key and translation can
be handled
Abdullahi A secure robust hash FVC2002 EER = 0.364%, The proposed  Incapable of detecting
etal. (2020) using Fourier-Mellin (DBI, DB2  0.538%, method shows malicious tampering
[22] transform and fractal &DB3) and  2.395%, sturdiness and  in biometric samples
coding FVC2004 2.348%, resilience to
(DBI, DB2 & 5.925% &  confidentiality and
DB3) 2.365% for  security attacks
respective
databases
Shahzad et Window-shift-XOR FVC2002 EER = 0%, 0%, The proposed  The designed
al.  (2021) model and the partial (DB1, DB2 & 1.63%, 7.35% method tackles the transformation
[23] DWT for designing DB3), & 4.69% for ARM attack and doesn't directly

alignment-free
cancellable fingerprint
templates  with  dual
protection

FVC2004 (DBI
& DB2)

respective
databases

satisfies all  the
requirements  for
cancellable
biometrics

protect the minutiae
set.
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Performance of various transformation-
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Fig. 4. Performance of some transformation-based template protection technique

III. DATABASES
This section provides an overview of the various
fingerprint benchmarking databases.
A. FVC databases

The four international Fingerprint Verification
Competition (FVC) were arranged in the years 2000, 2002,
2004, and 2006. By employing three sensors and a synthetic
generator, four databases were compiled. Each database in
FVC2000 and FVC2002 used 110 fingers with 8 impressions
per finger leading to 880 impressions per database. In
FVC2004, 120 fingers were used with 12 impressions per
finger, resulting in 1440 fingerprint images in each database.
FVC2006 used 150 fingers with 12 samples per finger, which
means each database consists of 1800 fingerprint images. The
performance of fingerprint template protection methods using
FVC databases, is evaluated using two different protocols,
namely FVC protocol and 1vsl protocol.

Comparison of FVC databases
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Fig. 5. A comparison of FVC databases
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B. CASIA-Fingerprint Version 5.0

The Institute of Automation, Chinese Academy of
Sciences (CASIA) acquired the CASIA fingerprint database
(version 5). This database consists of 20,000 fingerprint
images from 500 persons. URU4000 fingerprint sensor has
been used to capture the images. In this database, 8 fingers
were used with 5 samples per finger, resulting in 40 samples
per person. All the fingerprint images have the image
resolution as 328*356 and are 8-bit gray-level BMP files [24].

C. NIST special database-302

A data collection was organized by the Intelligence
Advanced Research Projects Activity (IARPA) as a segment
of its Nail to Nail (N2N) Fingerprint Challenge in September
2017 [25]. Two different FBI experts captured the N2N
fingerprint images twice per person, resulting in two N2N
baseline datasets. SD-302 is a series of distributions, each
comprising of a logical subset of N2N fingerprint challenge
data collection images. The dataset has been divided into
several parts. SD302d contains plain fingerprint images from
auxiliary devices.

IV. OPEN RESEARCH CHALLENGES AND FUTURE
PERSPECTIVES

In our study, we have reviewed various transformation-
based template protection schemes with their proposed
methodologies and performances. This study has unveiled
several research challenges that may be utilized as future
research opportunities. The open research issues with their
future perspectives which have been identified from our study
are listed below.

a. The template transformation techniques are
vulnerable to different security attacks. This requires
the security strength of template transformation
techniques to be considered and the complexity of
recovering the original template to be analyzed. The
complexity of obtaining the complete pre-image of a



transformed template also needs to be taken into
consideration.

b. Biometric image hashing techniques are extensively
explored and have attained impactful developments.
But just a few of available remedies impart two-factor
cancellability as well as synchronously satisfy the
trade-off among all design criteria of an ideal template
security technique. Hence, image hashing techniques
with improved potential to detect malicious
interfering in biometric samples and increased
biometric quality need to be developed.

c. While artificial intelligence (AI) has attained
prominent success in biometric applications, how to
protect template data of Al-based biometric systems
is an open area and a lot of work requires to be done.
In addition, homomorphic encryption is worthy of
further study to apply it to fingerprint matching with
transformed templates.

d. Due to the well-known trade-off between security and
performance, a sole template security scheme may not
be adequate to fulfill all the requirements of an
application. AS such, hybrid schemes which utilize
the strengths of various template security approaches
must be designed.

e. Selection of an appropriate function for
transformation purposes is a challenging task so that
the results obtained after applying the function must
not result in cross-matching of templates in the
database.

f. Performance deterioration 1is caused if the
transformation function is implemented directly over
the minutiae descriptor. Hence, the techniques need to
designed, wherein the conversion function is not
implemented over the biometric features directly. The
techniques which have already been proposed in the
literature need to be amplified or augmented by
integrating with available biometric approaches.

g. The performance of some transformation methods is
impacted by the quality of binary biometric
representations, hence efficient means of capturing
the distinguished biometric feature information need
to be examined, which can result in better binary
representations.

V. CONCLUSIONS

The current approach of biometrics-based authentication
suffers from most susceptible template attacks which need to
be addressed by the research community. Besides, biometric
template protection has gained noticeable attentiveness from
the prominent researchers because of the security and
confidentiality issues for the biometric template. This survey
focused on the detailed study of several template protection
techniques presented in the literature and their underlined
merits and demerits are also highlighted. Additionally, we
reviewed the existing publically available benchmarking
fingerprint datasets used for evaluating the performance of
cancellable biometrics-based template protection schemes.
The study clearly reveals that, the well-known security-
performance trade-off issue needs to be addressed. Also, the
robustness of the templates against the security attacks
requires to be increased. In the future, the research work may
be slanted towards designing more robust template protection
techniques with lower FAR and FRR.
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